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Redirected.

Open redirect in the real world - how to send a phishing email.



ABOUT ME

© . AvishaiGonen

A cyber security researcher. In my free time | do CTFs, bug bounty, and
independent research. 30+ CVEs to my name, found as a vulnerability
researcher at Pluto Security.

@ https://avishaigonen123.github.io

m https://www.linkedin.com/in/avishai-gonen-997148289




AGENDA

Open redirect, in 60 seconds
JBL: finding — fix — bypass €D
Haaretz: from open redirect to phishing €L

Haaretz, round 2: the newly found one €ZL)

Haaretz, round 3: a bypass of their fix



OPEN REDIRECT

A redirect you control

A site takes its destination from user input and sends you there - without
checking where.

302
site.com/login?next=evil.com ) m

Open redirect JBL Haaretz



WHY IT MATTERS

Everyone underrates it

Triage calls it low severity
e But it sends phishing from a domain users trust

e For hunters: a fast, common, low-hanging find

OWASP Top 10 2013 - A10 - CWE-601
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@® DEMO

The report - YeslNleHack



JBL - THEORY

Bypass techniques

The @ trick Subdomain
trusted.com@evil.com trusted.com.evil.com
Protocol-relative Backslash

//evil.com https:/\evil.com
Fragment Encoded slash
trusted.com#@evil.com trusted.com%2f@evil.com

Open redirect JBL Haaretz



@® DEMO

Breaking the fix

https://www.jbl.com@evil.com

Filter sees jbl.com. Browser goes to evil.com.

JBL



CASE 01 RECAP

JBL, in short

e An open redirect in a recipe-link email
® Reported, fixed, then bypassed with the @ trick
e $350 - CWE-601 : rated medium

e Lesson: sell the impact, verify the fix

JBL



CASE 02

TheMarker ~

N

Haaretz ThelMarker

A phishing email that really came Haaretz.

Open redirect JBL



@® DEMO

Watch this.

How | phished Ran Bar Zik.



Sign in - and it emails you

TN

duhimd The mail is really from Haaretz. The link
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® DEMO

The redirect, start to finish

@ Temo Mai
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Open redirect
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HAARETZ - V2

A year later, | found another.

Open redirect JBL



@® DEMO

The returnTo redirect

@ BurpSuite Bup Project Intruder Repeater

9 [ ] Burp Suite Community Edition v2026.8 - Temporary Project
Dashboard Target Proxy * Intruder Repeater Repeater2 By Faizan Kurawle Collaborator Decoder Logger Organizer Extensions Discover TruffleHog (R ]
401/403 Overrule

Intercept ©  HTTPhistory ~ WebSockets history ~ Match and replace © Proxy settings

@ Logging of out-of-scope Proxy traffic is disabled Re-enable X
Drop v Request to https:/login haaretz. co.il:443 [146.75.122217) & @ Openbrowser  (2) :
Time Type Direction Method URL Status code Length

00:32:25.. HTTP > Request  POST  httpsv/login.haaretz.co.il/api-gateway/v1/ms-sso/requestLoginWithoutPassword ]

returnTo = my page

login email — confirmation — my page

Inspector s X g

® B " = Requestattriibutes 2 v
Request query parameters 0 v i

Request body parameters 4 v
I Request cookies a1 + B
~loginehta_content=logink_glel®craxpe*_gel_ausMTkzODgOMIEONCAXNE Paunet hoaders ot . g

S1taTdeht siuseEuARSSRESDITT0NORMA {1, CORLEOLUERTOSRE LS //avishaLgonenl2) . gL hub. L6/ PoC/beldast1v2026_BughountyVillage AERL StarnsChscs
@© € > search £ 0Ohighlights ®
Eventlog Al issues @ Memory: 324.4MB of 12.00GB ¢ Disabled v

Open redirect JBL



| reported it. They fixed it.

Haaretz CTO (N .
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Open redirect

The CTO confirmed the fix - in the thread.
Reported, acknowledged, shipped.

JBL



Open redirect

https://login.haaretz.co.il//avishaigonenl123.github.io

<  11.Intruder attack of https://login.haaretz.co.il

Results

Positions

Y Capture filter: Capturing all items

Y View filter: Showing all items

11. Intruder attack of https://login.haaretz.co.il

Attack

v Save Vv

@ ' Apply capture filter

Request ~ Payload Status code Response rece... Error Timeout Length Comment
0 200 179 1088
1 https://avishaigonen123.github.io 200 105 1088
2 //avishaigonen123.github.io 200 160 1088
[3 https://login.haaretz.co.il//avishaigonen12... 200 853 1185
4 Navishaigonen123.github.io 200 175 1088
5 https:Aavishaigonen123.github.io 200 96 1088
6 https://login.haaretz.co.il@avishaigoneni... 200 102 1088
7 https://login.haaretz.co.il.avishaigoneni2... 200 156 1088
8 https://avishaigonen123.github.io/login.ha... 200 158 1088
9 https://avishaigonen123.github.io#login.h... 200 160 1088
10 https://login.haaretz.co.il%5C@avishaigo... 200 159 1088
Response Q== 2o
Hex I n = Raw Hex Render E nw = 32
empty :;;:;:.Aiiju—:zedennals: true .§
//login.haaretz.co.il/?htm_source=siteshtm_medium=navigationshtm_campaign=loginshtm_con _o,
E 1*_gel_au*MTQINzQ2MJEOLIE30TI3M2g10TIuLS4tLIE3OTI3MzglOTIUNTYONIQ30Dk1L {
JE30TI3MzglOTIuM czODUSMg. . "success":true,
Accept-Encoding: gzip, deflate, br
8 Accept-Language: en-US,en;g=0.9,he;g=0.8
Priority: u=1, i m"
Connection: keep-alive
siteld=htzéuserName=kkobi770@gmail oméreturnTo=
https%3at2fi2flogint2ehaa 2f shaigonenl23%2egithub%2eio&termsChk=on )
@ ¢ > search £ ohighiights (3) {0} ¢ >  Search £ Onighlights
Finished

®
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® DEMO - V3

Then one payload passed

& BurpSuite Burp Project Intruder Repeater View Help = Q = 8 Fri230ct 16:12
Dashboard Target Proxy Intruder Repeater Repeater2 By Faizan Kurawle Collaborator Dec;oder Logger Organizer Extensions Discover TruffleHog D - @
401/403 Overrule
1 2 3 4 6 x + P A
Send (& Cancel < ~ 4 Burp Al Target: https:/loginhaaretzcoil /9 HTTP2 (3)
Request Response Q== 2
L .. 30 S ... 3. §  login.haaretz.co.il//google.com
. ® Host check passes. The redirect uses the
§ path - and // is protocol-relative.
ApP l} . .
o Found while proving v2 was dead.
g Reported again.
@@(— =  Search £ 0highlights ©
Waiting
Eventlog (7)* All issues @® Memory: 374.2MB of 12.00GB +4 Disabled v

Open redirect JBL @



@® LIVE DEMO - HANDS ON

Today? Blocked.

Reported again - live, even the // bypass now returns 400.



WHAT WE SAW

® JBL - an open redirect that sends phishing from jbl.com ($350, CWE-601).
® JBL - they “fixed" it; the @ trick walked right through.

® Haaretz - an open redirect that sends phishing from haaretz.com.

® Haaretz, round 2 - another open redirect in the login, reported and fixed.

® Haaretz, round 3 - their fix fell to a double-slash, found live and reported again.



Questions?

Slides & demos Website Linkedin



Thank you
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